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� Other Topics
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Managing Quality Managing Quality 
AssuranceAssurance

Quality assurance is the review of 
software products and related 
documentation for completeness, 
correctness, reliability and 
maintainability.

Analysts use four levels of quality 
assurance: Testing

Verification

Validation

Certification
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TestingTesting

� 1st  level of quality assurance

� Test budgets may go around 50% of the 
development costs

� No amount of testing can guarantee 100% 
discovery and removal of error

� Quantity of testing translates to quality of 
final product
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VerificationVerification

� Simulated execution of the software.

� Artificial input values

� Comparison with Hypothetical outcome

� Determines the correctness of the logic and 
algorithms 
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ValidationValidation

� Execution in a live deployment. 

� Generally done using a pilot project.

� Actual input data

� Comparison with Historical output data

� Determines the system's behaviour vis-a-vis 
the user's actual requirements.
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CertificationCertification

� Endorsement from a third party on the 
quality.

� Ex:

� WHQL

� Designed for Windows
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Special TestsSpecial Tests

� Peak Load Testing

� Storage Testing

� Performance time Testing

� Recovery Testing

� Procedure Testing
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Peak Load TestingPeak Load Testing

� Testing of performance in presence of Large 
number of concurrent operations in 
presence of

� Real deployment scenario

� With expected level of user efficiency

� During peak hours

10Manik Chand Patnaik, RIT.

Storage TestingStorage Testing

� Evaluation of

� Storage space

� Data anomaly (redundancy, null)

� Load of data on system stability
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Performance Time TestingPerformance Time Testing

� Evaluation of response times

� In presence of load (volume)

� In presence of complex computation
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Recovery TestingRecovery Testing

� Testing is done by artificially causing a 
failure and trying to restore through the 
recovery routines.

� The measurement of data loss due to 
inability of the software or of the operator.
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Procedure TestingProcedure Testing

� Testing of procedure manuals (correct 
sequence of events)

� Ability of the users to guess common tasks 
which are not mentioned in the manual

� Proper detailing of individual steps in the 
manual and the ability to comprehend them 
by the user.
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Importance of DocumentationImportance of Documentation

The documentation that goes in the 
hand of the end-user, whether in the 
form of manuals, online help system or 
simple charts, must agree with the way 
the application functions.

Analysts must be sure that they give 
enough attention to maintaining this 
aspect of credibility. 
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Modern View of Software QualityModern View of Software Quality

� Quality is �Fitness of Purpose�.

� All details of SRS + more...>
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More ... >More ... >

� Portability

� Ability to run in different hardware and 
software environments

� Usability

� Intuitiveness

� Accessibility for novice users

� Flexibility for power users?

� Re-usability

� Does it contain code which can be reused in 
other projects?
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More ...More ...

� Correctness

� All features of the software as specified in 
SRS must be there.

� Maintainability

� Helpful error messages to isolate errors.

� New functionality should be possible to add 
(like plugins)

� Existing functionality should be enhanceable.
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QMS / QSQMS / QS
Quality Management System or Quality systemQuality Management System or Quality system

� A methodology used by organisations to make 
sure: �Products produced by them have the 
desired Quality�

� Quality system consists of:-

� INFRASTRUCTURES

Managerial Structure and Individual Responsibilities

� ACTIVITIES

Quality System Activities
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INFRASTRUCTUREINFRASTRUCTURE

� Quality Department

� Quality Enforcement Hierarchy

� Support from Top Management for Quality 
assurance

� Quality Guidelines

20Manik Chand Patnaik, RIT.

ACTIVITIESACTIVITIES

� Project Audit

� Quality System Review

� Development of Standard, Procedure and 
Guidelines

� Report Generation on the Effectiveness of 
the Quality System.
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Evolution of Quality SystemEvolution of Quality System

Quality Assurance Method

� Inspection

� Quality Control

� Quality Assurance

� TQM (Total Quality 
Management)

Quality Paradigms

-> Product Assurance

-> Process Assurance
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ISO 9000 >ISO 9000 >

� It is a set of Standards

� ISO 9001 for Organisations doing:-

� Design

� Development

� Production and

� Servicing of Goods

� ISO 9002 for Organisations doing only production 
and no Design. So it is applicable to 
Manufacturing Industries.
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ISO 9000ISO 9000

� ISO 9003 for Organisations who do only 
Installation and Testing.

� These are specific Service Sectors.
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ISO 9000 for Software Industry >ISO 9000 for Software Industry >

� ISO documents are designed for all kinds of 
industries. To interpret it in the context of 
software industry is difficult because :-

� Software is Intangible

� Phases in Software development is not 
clearly visible as distinguished phases

� Contd ...
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� Quality of Raw Material cannot be controlled 
because 

� Software solution is created from a problem, 
� There is no Raw material. 

� Our Raw-material is Data and it is not in this 
context.
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ISO 9000 Part 3ISO 9000 Part 3

� ISO 9000 Part 3 was released in 1991 to 
interpret ISO 9000 in software industry 
context.

� However, the official specifications are 
inadequate.
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What ISO 9000 Standardises?What ISO 9000 Standardises?

� It specifies guidelines for maintaining a 
complete quality system for all aspects of 
Production and Service.

� Controlling Quality of Raw Material

� Maintaining Quality of Development Process

� Responsibility Delegation

� Quality Control Infrastructure

28Manik Chand Patnaik, RIT.

Benefits of ISO 9000 >Benefits of ISO 9000 >

� Confidence of Customers due to

� Standardisation of the whole process

� Require properly documented production 
process.

� If process is well documented Quality can be 
maintained.

� It requires the development process to be :-

� Efficient

� Focused

� Cost-Effective
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Benefits Contd ...Benefits Contd ...

� During Certification Quality control people 
from ISO do detailed inspection where all 
weak points identified and remedial 
measures suggested.

� The Certification shows that there is � A 
basic framework for process system� is in 
place in the organisation which may lead to 
development and ultimately to TQM.
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How to get ISO CertificationHow to get ISO Certification

� Application

� Pre-Assessment (Rough Estimate)

� Document review and adequacy of audit

� Review and Suggestion for filling up lacunae.

� Compliance Audit 

� (suggestion implementation status)

� Registration

� Continued Surveillence
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How to Use it?How to Use it?

� Can be used for advertisements for the 
organisation only.

� It cannot be used for products because it 
does not certify them. 
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Who provides them in India?Who provides them in India?

� BIS � Bureau of Indian Standards

� STQC � Standardisation, testing and Quality 
Control

� IRQS � Indian Register Quality System.
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Salient Requirements for ISO 9000Salient Requirements for ISO 9000
(Software Development Organisations)(Software Development Organisations)

� All documents concerned with the 
development should be:-

� Properly Managed

� Authorised and

� Controlled

� (Require a Configuration Management System)

� �Proper plans� and �Progress Monitoring�

� Contd ...
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� Important Documents

� Independently checked and reviewed for 
effectiveness and correctness

� Product should be tested against specifications

� Organisational aspects should be addressed

� Reporting issues by Quality team to Management
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Limitations >Limitations >

� It standardises process but there is no 
guarantee that the process would be of high 
quality.

� No guidelines for individual processes

� No single International Accreditation agency

� Variation in norms by different registrars

� Does not specify Domain expertise

� Special expertise in specific areas not 
acknowledged. Further ...
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� Software Industry is not like a machine

� Calibration is done and automatically 
standardised goods start to be produced. -No

� Individual skills and experience is quite 
important.

� ISO 9000 does not automatically lead to 
continuous process improvement so TQM is 
not guaranteed.
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The Last Nail in the CoffinThe Last Nail in the Coffin

� It standardises the process but not the 
product so it leads to a scenario:-

�The Operation Must be a Success, 

The patient may die � who cares!�
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SEI CMMSEI CMM

� Software Engineering Institute Capability 
Maturity Model.

� From Philip Crosby, SEI, Carnegie Mellon 
University, USA.
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Comparison with ISO 9000 >Comparison with ISO 9000 >

� Unlike ISO, SEI CMM was meant specifically for the 
software industry.

� ISO certificates are quite beneficial for official 
advertisements while SEI CMM is an assessment for 
purely internal use.

� SEI CMM goes beyond quality assurance and 
prepares an organisation to ultimately achieve 
TQM.

40Manik Chand Patnaik, RIT.

Click to add titleClick to add title

� ISO 9001 roughly aims at SEI CMM level 3.

� SEI CMM provides a quality growth plan. It 
provides a list of KPA(Key Process Areas) for an 
organisation of one maturity level to concentrate on 
moving to next higher level.
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Level 1 (Initial) >Level 1 (Initial) >

� Activities are adhoc in nature

� Very few or no processes are defined and 
followed

� Also called Chaotic level � different people 
follow their own sweet will

� Success of the projects depend on individual 
efforts.
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� When original developers leave, successors 
have difficulty in finding out work processes.

� As no formal project management is there, 
low quality software is produced.

� Focus : Competent People

� KPA : Nill



  

 

43Manik Chand Patnaik, RIT.

Level 2 (Repeatable) >Level 2 (Repeatable) >

� Basic project management practices are 
followed.

� Size and cost estimation techniques like 
CoCoMo, Function point metrics etc used.

� Configuration Management system is 
present.

� Opportunity to repeat success is present for 
projects done earlier which is of similar 
nature(product family type).
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� Focus : 

� Repeatability through project 
management

� KPA :

� Software Project Planning

� Software Configuration Management
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Level 3 (Defined)Level 3 (Defined)

� Process for management and development 
activities are well defined and documented.

� Organisation-wide understanding of 
activities, roles, and responsibilities.

� Though process is defined, process and 
product quality are not measured.

� Similar to ISO 9000

46Manik Chand Patnaik, RIT.

Click to add titleClick to add title

� Focus : 

� Process Definition

� KPA :

� Training Program

� Peer Reviews
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Level 4 (Managed)Level 4 (Managed)

� Quantitative process metrics are used like 
product metrics to measure the product's

� Size

� Reliability

� Time Complexity

� Understandability etc.

� Process metrics measures effectiveness of 
processes followed like :

� Average Defect correction time
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� No of defects found per hour for inspection of 
code

� Average failures per line of code

� Various tools like pert charts are used.

� Focus : Product & Process Quality

� KPA : 

� Quantitative process metrics

� Software quality management
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Level 5 (Optimizing) >Level 5 (Optimizing) >

� Process and Product Metrics data are 
analysed for continuous process 
improvement.

� If it is seen that code review is less effective 
than unit testing the process of code review 
will be fine-tuned to improve performance.

� Previous experience from other projects are 
incorporated to newer projects.

50Manik Chand Patnaik, RIT.

Click to add titleClick to add title

� Application of innovative ideas and careful 
analysis of quantitative feedback.

� Best practices are implemented throughout 
the organisation.
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� Focus :

� Continuous process improvement

� KPA :

� Defect prevention

� Process change management

� Technology change management
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CMM for Small OrganisationsCMM for Small Organisations

� Highly systematic and measured approach 
for large organisations.

� Low budget constraints of small 
organisations will be there. So,

� Should practice lower levels of CMM, 
basically the project management etc at level 
2 and 3.
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Personal Software Process >Personal Software Process >

David Humphrey � 1997

� Designed for individual use

� PSP is a framework that helps engineers to 
measure and improve the way of their work.

� It helps in developing personal skills and 
methods by estimation, planning and 
tracking performance against plan.
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� PSP requires tracking of the time

� Time for designing, writing code, testing etc 
has to be separately calculated.

� Time for breaks, attending to telephone etc 
has to be eliminated

� PSP requires the preparation of a project 
plan.
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� Logs are to be prepared in each phase

� Planning, Designing, Coding, Compiling, 
Testing.

� In an additional phase, Post-Mortem the log 
data is compared to the actual project plan.

� The results of the analysis will be applied to 
future projects.
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Levels of PSP >Levels of PSP >

� PSP 0 :- 

� Personal measurement

� Basic Size measurement

� Coding Standards

� PSP 1 :-

� Timing and schedule planning
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� PSP 2 :-

� Personal quality management

� Design and code reviews

� PSP 3 :-

� Personal Process evolution
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Focus of Focus of 66��

� Six Sigma seeks to improve the quality of 
process outputs by identifying and removing 
the causes of defects (errors).

� In Six Sigma, a defect is defined as anything 
that could lead to customer dissatisfaction.

� Six Sigma is a measurement based strategy 
that focuses on process improvement and 
variation (in business processes) reduction.
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Six sigma says:-Six sigma says:-

� Continuous efforts to achieve stable and 
predictable process results are of vital 
importance to business success.

� Manufacturing and business processes have 
characteristics that can be measured, 
analyzed, improved and controlled.

� Achieving sustained quality improvement 
requires commitment from the entire 
organization, particularly from top-level 
management.
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PurposePurpose

� Purpose of six sigma to improve processes

� Making them better

� Making them faster

� Bring down the cost
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What is Improved?What is Improved?

� It can be used to improve every part of the 
business like :

� Production

� Human Resources

� Ordering

� Support

� etc.
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Where can be applied?Where can be applied?

� Six sigma can be used for any process which 
is concerned with 

� Cost

� Timeliness

� Quality of Results
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Statistical representation of Statistical representation of 66��

� A process must not produce more than 3 to 4 
defects per 1 million opportunities.

� Here defect is in system behaviour.
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Six Sigma improvement ProjectsSix Sigma improvement Projects

Six Sigma

DMAIC Process DMADV Process

Both these processes are executed by Six 
Sigma Green belts and Six Sigma Black 
Belts and the whole process is monitored 
by Six Sigma Master Black Belts. There 
may be Six Sigma Champions who are 
the supreme authority as far as control 
goes.

66Manik Chand Patnaik, RIT.

DMAIC Process >DMAIC Process >

� (Define, Measure, Analyse, Improve, Control)

� This process is used for existing processes 
which require Six sigma enhancement.

� DMAIC targets currently running projects.
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D-M-AD-M-A-I-C >-I-C >

� Define high-level project goals and the 
current process.

� Measure key aspects of the current process 
and collect relevant data.

� Analyze the data to verify cause-and-effect 
relationships. Determine what the 
relationships are, and attempt to ensure that 
all factors have been considered.
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D-M-A-D-M-A-I-CI-C

� Improve or optimize the process based upon 
data analysis using techniques like Design of 
experiments.

� Control to ensure that any deviations from 
target are corrected before they result in 
defects. Set up pilot runs to establish process 
capability, move on to production, set up 
control mechanisms and continuously monitor 
the process.
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DMADV ProcessDMADV Process

� (Define, Measure, Analyse, Design, Verify)

� This is a system for developing new 
processes with �Six Sigma Quality� standard 
levels

� Known as DFSS ("Design For Six Sigma")

� It can also be used for existing processes 
which are to be re-designed for �Six Sigma 
Quality�
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D-M-AD-M-A-D-V >-D-V >

� Define design goals that are consistent with 
customer demands and the enterprise 
strategy.

� Measure and identify CTQs (characteristics 
that are Critical To Quality), product 
capabilities, production process capability, 
and risks.

� Analyze to develop and design alternatives, 
create a high-level design and evaluate 
design capability to select the best design.
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D-M-A-D-M-A-D-VD-V

� Design details, optimize the design, and plan 
for design verification. This phase may 
require simulations.

� Verify the design, set up pilot runs, 
implement the production process and hand 
it over to the process owners.
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Levels of Control Hierarchy 1Levels of Control Hierarchy 1

� Executive Leadership includes the CEO and 
other members of top management. They are 
responsible for setting up a vision for Six 
Sigma implementation. They also empower 
the other role holders with the freedom and 
resources to explore new ideas for 
breakthrough improvements.
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Levels of Control Hierarchy 2Levels of Control Hierarchy 2

� Champions take responsibility for Six Sigma 
implementation across the organization in 
an integrated manner. The Executive 
Leadership draws them from upper 
management. Champions also act as 
mentors to Black Belts.
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Levels of Control Hierarchy 3Levels of Control Hierarchy 3

� Master Black Belts, identified by champions, 
act as in-house coaches on Six Sigma. They 
devote 100% of their time to Six Sigma. They 
assist champions and guide Black Belts and 
Green Belts. Apart from statistical tasks, 
they spend their time on ensuring consistent 
application of Six Sigma across various 
functions and departments.
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Levels of Control Hierarchy 4Levels of Control Hierarchy 4

� Black Belts operate under Master Black 
Belts to apply Six Sigma methodology to 
specific projects. They devote 100% of their 
time to Six Sigma. They primarily focus on 
Six Sigma project execution, whereas 
Champions and Master Black Belts focus on 
identifying projects/functions for Six Sigma.
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Levels of Control Hierarchy 5Levels of Control Hierarchy 5

� Green Belts, the employees who take up Six 
Sigma implementation along with their other 
job responsibilities, operate under the 
guidance of Black Belts.

� Yellow Belts, trained in the basic application 
of Six Sigma management tools, work with 
the Black Belt throughout the project stages 
and are often the closest to the work.
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Sigma LevelsSigma Levels

� level and defect percentage

� 1 69%

� 2 31%

� 3 6.7%

� 4   0.62% 

� 5 0.023% 

� 6 0.00034%

� 7 0.0000019%
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TQM (Total Quality Management)TQM (Total Quality Management)

� TQM  goes beyond documenting processes 

� optimizes them through redesign.

� Continuous process improvements through 
process measurements. 

� Business Process re-engineering - A term 
related to TQM. Where process re-
engineering goes a step further than quality 
assurance:

� aims at continuous process improvement. 
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Finally,Finally,

Quality measures are endless and even though 
our discussion on quality ends here, 

There

Is

Actually

No

End


